
Dr. (PhD) Eng.​ ​Miguel Gallardo​, Tel. +34 902998352 Fax: +34 902998379 E­mail: ​miguel@cita.es 
To Ms. ​Tatiana Bakharevskaya, ​YANDEX​ ​Deputy Chief System Operations Officer 
YANDEX, LLC​.16, Leo Tolstoy Street, Moscow 119021, RU Russian Federation 
Email:​ ​tvt@yandex­team.ru​ ​Voice:​ +7 (495) 739­7000, ext 7101 ​Fax:​ +7 495 739­7070 
noc@yandex.net​ ​ ​eng­ad@yandex­team.ru​  ​pr@yandex­team.ru​  ​askIR@yandex­team.ru   

http://nic.yandex/contact​  This text is published at ​https://goo.gl/tl0lRl 

(You can also use QR code to read ​goo.gl/tl0lRl​ in smartphones) 

 
Dear Madam,​ ​Милостивая Госпожа 
 
From Madrid, Spain​, we are very interested in any information about ​Yandex vs. Google                           
litigations and anti­trust procedures. As far as we know “​On September 14, 2015 the Federal                             
Antimonopoly Service recognized Google Inc. and Google Ireland Ltd. as having breached the                         
competition protection law ​under the complaint of the Russia's ​Yandex​” More information at 
http://tass.ru/en/economy/844562  
 
I am a legal representative of Spanish association ​APEDANICA (​Asociación para la Prevención y                           
Estudio de Delitos, Abusos y Negligencias en Informática y Comunicaciones Avanzadas​). You can                         
read about us for instance at​ ​”Google Sued in Spain Over Data Collecting” ­ ​The New York Times 
MADRID 17 ago. 2010 ­ ​The Spanish association of Internet users, whose acronym is                           
Apedanica, contends that Google violated an article in Spain’s criminal code that forbids the                           
unauthorized interception and collection of such communications data. Breaching that law can                       
lead to prison sentences of up to four years. A judge in Spain opened an investigation into                                 
whether ​Google unlawfully collected data from unsecured wireless networks while gathering                     
photographs for Google’s photo­mapping service Street View​. 
NYT link is published at ​http://www.nytimes.com/2010/08/18/technology/18google.html?_r=0 
 
In addition to the aforementioned indictment which Google is involved in since 2010, we are                             
also working now on complex forensic evidences for a new criminal procedure against Google,                           
taking as well into consideration facts and evidences found in press articles like, for instance: 
Google was downloading audio listeners onto computers without consent, say Chromium users 
http://www.independent.co.uk/life­style/gadgets­and­tech/news/google­was­downloading­audio­listeners­
onto­computers­without­consent­say­chromium­users­10335111.html  
Google Chrome Listening In To Your Room Shows The Importance Of Privacy Defense In Depth 
https://www.privateinternetaccess.com/blog/2015/06/google­chrome­listening­in­to­your­room­shows­the
­importance­of­privacy­defense­in­depth/  
 
We received very sensitive information and relevant documents from Federal Communications                     
Commission thanks to the Freedom of Information Act FOIA procedure initiated by our letter for                             
relevant documents about ​Google malpractices​ is published at ​www.cita.es/fcc 
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Moreover, we also asked to several states Attorneys General for criminal records of Google                           
and we received some from Texas, Minnesota, Mississippi and Connecticut “US AGs”.                       
However Federal Attorney General and US Department of Justice denied any right to access to                             
those records, so we sent the ​FOA appeal​ that you can see at ​www.cita.es/appeal­foia 
 
In Spain we initiated the first criminal procedure against Google in june 2010 with the document                               
that you can see at ​www.cita.es/denuncia­google.pdf and the last appeal is published with                         
very relevant links to Court documents and our previous ones at ​www.cita.es/apela­google  
 
The other procedure about massive audio espionage by Google´s Chrome navigator (​using                       
illegally any PC´s microphone​) is waiting for official replay in several European countries                         
data protection authorities and the Spanish ones addressed at ​www.cita.es/aepd­chrome 
 
Right now, any plaintiff or complaint or claim or legal procedure concerning Google in any                             
country or language is of interest for us. I work professionally as an expert witness for Courts of                                   
Law and I do my best to evidence any ​illegal advantage of Google​ in any market or activity. 
 
Considering our previous approaches to ​Google malpractices and massive espionages​,                   
Yandex is a key contact for us. We are looking for partners and sponsors to investigate                               
seriously the facts and the risks in the near future. We shall be pleased to consider any way to                                     
co­operate with Yandex, Russian and Chinese authorities and private companies that are                       
already aware of Google malpractices and massive espionages. Please do not hesitate to                         
contact me for further information and feel free to forward a copy of this letter to anyone you                                   

consider appropriate. You can call me at any time to ​Tel. ​+34 902998352​. ​Спасибо​. 

 
Dr. (PhD) Eng. ​Miguel Gallardo​, Tel. ​+34 902998352​ Fax: +34 902998379 E­mail: ​miguel@cita.es 
Asociación APEDANICA address: C/ Fernando Poo, 16 Piso 6ºB E­28045 Madrid (Spain)  
https://docs.google.com/document/d/1W9GsNGJWCQVEk8YC07wlu_JOhHZn4TMd­Ykb__qrUBg/edit 

https://goo.gl/tl0lRl  
To Ms. ​Tatiana Bakharevskaya, YANDEX ​Deputy Chief System Operations Officer 
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